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M I S S I O N  S T AT E M E N T
Established by the Tribes to advocate as the united voice of federally recognized Amer-

ican Indian and Alaska Native (AI/AN) Tribes, the National Indian Health Board seeks 

to reinforce Tribal sovereignty, strengthen Tribal health systems, secure resources, and 

build capacity to achieve the highest level of health and well-being for our People.

T
H E  NATI O NAL  I N D IAN  H E ALTH  B OAR D  (NIHB) represents Tribal governments — both 

those that operate their own health care delivery systems through contracting and compact-

ing, and those receiving health care directly from the Indian Health Service (IHS).

provides a variety of services to Tribes, Area Health Boards, Tribal 

organizations, federal agencies, and private foundations, including:

Advocacy

Policy Formation and Analysis

Legislative and Regulatory Tracking

Direct and Timely Communication with Tribes

Research on Indian Health Issues

Program Development and Assessment

Training and Technical Assistance Programs

Project Management

The NIHB continually presents the Tribal perspective while monitoring federal legislation and opening op-

portunities to network with other national health care organizations, to engage their support on Indian 

health care issues. The NIHB is the only organization of its kind; dedicated to strengthening healthcare for 

all American Indians and Alaska Natives (AI/ANs) and works to strengthen Tribal sovereignty.

About NIHB
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Executive Summary
Introduction

YNDROMIC SURVEILLANCE  pro-

timely system for detecting, under-

standing, and monitoring health 

threats. By tracking symptoms of patients in EDs 

and other settings—before and after a diagnosis 

can detect unusual levels of illness to determine 

whether a response is needed. Public health also 

uses syndromic data to monitor disease trends.  

Syndromic data can serve as an early warning 

system to protect populations from respiratory 

viruses, environmental threats, avoidable injuries, 

emerging diseases, and more.  Syndromic sur-

state health departments, CDC, and partners.1  

While Tribes and Tribal Epidemiology Centers 

(TECs) have inherent and designated public health 

authority, respectively, challenges to accessing 

public health data, including for syndromic sur-

veillance, exist. This report explores prevailing data 

sharing practices around syndromic surveillance 

between states, Tribes, and TECs, and successes 

-

ic changes by federal, state, and local governments 

that can provide real-world solutions to support-

ing Tribes and TECs in participating in syndromic 

surveillance.

Methods
NIHB gathered information on current syn-

dromic surveillance data sharing practices with 

Tribes and TECs using a mixed methods research 

approach, including:

1   An assessment conducted with state health 

departments on how states engage in syndromic 

surveillance data sharing with Tribal health orga-

nizations and TECs

2  Key informant interviews with a selection of 

states, Tribes, and TECs on syndromic surveillance 

practices, successes, and barriers; and

3  A legal scan of relevant state and Tribal laws re-

lated to syndromic surveillance.

Key Findings
Assessment Findings

Eighty-two percent of state health departments 

that responded to the assessment (32/39) reported 

that they do not share syndromic surveillance data 

with Tribes and/or TECs. Eighty-three percent of 

states that do share syndromic surveillance data 

(5/6) provide line level data or direct system access 

to their TEC(s), while only 33% reported that they 

share data with Tribes (2/6). All states that share 

data require formal data use agreements.

Findings from the State Key Informant 
Interviews

1   States want to work with Tribes and TECs more 

2
they grant Tribes and TECs

3
work with Tribes and/or TECs

4   Many states are new to syndromic surveillance 

or have limited infrastructure

5   Poor syndromic surveillance data quality and/

or completeness impacts the ability to share data

6   States that partner closely with Tribes and/or 

TECs have found collaborative solutions that these 

states view as successful

S
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Findings from Tribal Health Organization 
and TEC Key Informant Interviews

1   Tribes and TECs face challenges in accessing 

data in large part due to data-sharing policies and 

procedure limitations at the state level

2 -

cient for the needs of Tribes and TECs

3   States do not all recognize Tribal and TEC pub-

lic health authority

4   Tribes and TECs have limited capacity to use 

syndromic surveillance data

5   Tribes and TECs are creating their own models 

and partnerships to access data

6
limitations

7
deciding the role that Tribes and TECs should play 

in syndromic surveillance

Recommendations
General Recommendations

1   Encourage stronger understanding of Trib-

al and TEC public health authority to strengthen 

partnerships among state and local health depart-

ments with Tribal health organizations and TECs.

2  Improve the quality of data collected on Ameri-

can Indian/Alaska Native patients and Tribal com-

munity members at the healthcare facility level.

3   Increase the knowledge of state and local pub-

lic health professionals on Tribal health systems 

and cultural safety.

Recommendations for Federal Agencies

1   Federal government agencies should work with 

Tribal public health authorities to develop models 

for syndromic surveillance that recognize the law-

ful status of Tribes and TECs as public health au-

thorities.

2   Federal government agencies should support 

and invest in Tribes and TECs to strengthen their 

capacity to conduct and/or receive Tribal syn-

dromic surveillance data, as well as disease sur-

veillance more broadly.

3   Federal agencies, including CDC and IHS, should 

support Tribes by developing and/or updating na-

tional systems for syndromic surveillance to be 

more conducive to Tribal data sovereignty and to 

ensure Tribal contribution and participation in 

public health processes and data sharing practices.

A. Update National Systems for Syndromic  

Surveillance 

B. Require and Incentivize States to Share  

Public Health Data

4   Ensure inclusion of national standards for 

-

dromic Surveillance Implementation Guides and 

better enforce demographic standards used by the 

National Syndromic Surveillance Program (NSSP) 

and participating states. 

Recommendations for State and Local 
Governments

1   Consult with Tribes and TECs early and often 

when developing syndromic surveillance systems.

2   Consider hiring and retaining Tribal liaisons 

and Tribally-focused epidemiologists at state and 

local government agencies.

3   Consider and share lessons learned from suc-

cessful state, local and Tribal partnerships.
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Background on Tribal Data Sharing
Tribal Nations, as sovereign nations, are inher-

ent public health authorities with the rights and 

responsibility to protect the health of their peo-

ple. With this authority comes the ability to gather, 

share, analyze and use public health data, includ-

ing protected health information. This includes 

the right for Tribes to set the rules and regulations 

for surveillance and reporting within their juris-

diction and allows them to access information 

they deem necessary to protect Tribal citizens. 

Tribal Epidemiology Centers (TECs) are also desig-

nated by federal law as public health authorities2  

for the purpose of accessing protected health in-

formation covered by the Health Insurance Porta-

bility and Accountability Act (HIPAA) data, at the 

request of, and in consultation with Tribes3. 

Tribes have historically been unable to fully ex-

ercise their sovereign right to public health data 

faced similar challenges when accessing data on 

behalf of Tribes4. Historically, states have been the 

de facto holders of public health data, and surveil-

lance systems have been designed without con-

sideration for the unique structure of the Tribal 

health system. Tribes, despite having the same 

sovereign powers as states in relation to data re-

porting, have had to rely on data sharing arrange-

ments with states without having the ability to col-

lect their own data directly.5 

Similar requirements are in place for their TEC 

partners. However, the ability to receive data has 

often relied on the varied relationship between 

each Tribe and/or TEC and their surrounding 

states and has been limited by state laws that gov-

ern data sharing, misunderstandings of Tribal 

data sovereignty, and systematic barriers in trans-

mitting data across systems.6  Tribes and TECs 

also often overlap with multiple states, and each 

-

ing.7 An additional barrier is that state agencies 

often contribute to the erasure of reportable data 

on American Indians and Alaska Natives (AI/AN), 

whether due to small sample size leading to data 

suppression, or due to poor demographic infor-

mation being collected around race and ethnicity 

-

-

the completeness of data associated with enrolled 

Tribal members.

Because of these limitations, Tribes and TECs 

have often settled for aggregate data, or in many 

cases, no data at all. Without this data, Tribes and 

TECs have faced challenges in responding in real 

time to emerging public health threats and setting 

priorities for improving the health of their com-

munities. 

Background on Syndromic  
Surveillance
What is syndromic surveillance, and how  
is it different from other forms of disease 
surveillance?

Syndromic surveillance is an early warning pub-

lic health surveillance system that assists health 

departments and other public health authorities in 

detecting, understanding, and monitoring health 

threats and disease trends in near-real time. In 

syndromic surveillance, emergency department 

(ED) data are collected and automatically report-

ed daily to health departments. Some jurisdictions 

also collect data from urgent care, primary care, 

and in-patient hospital settings, while others may 

Introduction
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also collect data from other sources including 

commercial laboratory, mortality, and behavioral 

health data.

Historical Overview of Syndromic 
Surveillance

At the core of syndromic surveillance is the use 

of pre-diagnostic information for early detection 

of public health events such as chief complaints, 

-

ly beginnings of syndromic surveillance in the 

1990s — when it mainly targeted threats like bio-

attacks of 9/11, its use grew rapidly and now covers 

a wider range of public health crises as well as reg-

ular health monitoring.8

Why is Syndromic Surveillance Important?

Syndromic surveillance is important for ear-

ly detection of disease clusters and public health 

threats to facilitate and mobilize rapid response 

mechanisms with the aim of decreasing morbidity 

and mortality in target populations.

Brief Overview of Tribal Access to 
Syndromic Surveillance Data

TECs in some regions have managed to gain 

varying levels of access to syndromic surveillance 

data systems operated and managed at the state 

level, and through this mechanism can serve as 

a gateway for Tribes to access syndromic surveil-

lance data on their Tribal citizens with varying lev-

els of granularity.9  

At the same time, the Indian Health Service 

(IHS), the federal agency charged with delivering 

direct health care and public health services to 

federally recognized Tribes and Urban Indians, 

operates health facilities across the country that 

use a separate syndromic surveillance report-

ing system that does not feed into the Electronic 

Community-based Epidemics (ESSENCE) system 

which is housed and managed by CDC’s National 

Syndromic Surveillance Program (NSSP).  At the 

time of this report, the IHS syndromic surveillance 

system and processes are still not integrated with 

any of the state instances of ESSENCE and other 

state-level syndromic surveillance systems. This 

poses challenges to the completeness of syn-

dromic surveillance data reported to states, and 

by extension, the data received by Tribes and TECs. 

Tribes and TECs have to gain access to IHS syn-

dromic surveillance data separately through other 

IHS-facilitated mechanisms.10

Goals of this Report

The National Indian Health Board (NIHB), in 

partnership with the Council of State and Territo-

rial Epidemiologists (CSTE), conducted this project 

to understand current practices related to sharing 

and usage of syndromic surveillance data for fed-

erally recognized Tribes and TECs.

GOAL  To strengthen Tribal capacity to receive and use syndromic surveillance data

OBJECTIVES OF THIS REPORT

1  Understand current Tribal and TEC participation in syndromic surveillance and access to syndromic 

surveillance data

2  Determine common barriers to data sharing between States, Tribes, and TECs

3  Propose recommendations to improve Tribal and TEC access to syndromic surveillance data and   

strengthen Tribal data sovereignty
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State Assessment Results
-

tered a survey to representatives of all 50 state 

health departments. The purpose of the survey 

was to identify how states engage in data sharing 

with Tribal health organizations and TECs, with 

a focus on syndromic surveillance practices and 

procedures, and highlighting existing successes 

and barriers to data sharing. The survey was sent 

to CSTE’s syndromic surveillance state listserv.

Thirty-nine states responded to NIHB’s state 

health department assessment. Twenty-sev-

en (69%) of these respondents represented state 

health departments that have at least one Tribal 

jurisdiction within their state boundaries. The state 

respondents represented all twelve IHS Areas Figure 1   The Twelve IHS Service Areas 11

Eighty-two percent of (32/39) state health de-

partments reported that they do not share syn-

dromic surveillance data with Tribes and/or TECs, 

with 74% (20/27) of states with at least one Tribe in 

their jurisdiction reporting that they do not share 

any syndromic surveillance data with Tribes and/

(22%) of states with Tribal jurisdictions located 

within their borders reported that they provide 

non-publicly available syndromic surveillance 

data to Tribes and/or TECs in their geographical 

area (Figure 2).

Figure 2   Does the state engage 

in data sharing practices with 

Tribes and/or TECs for syndromic 

surveillance purposes (aside from 

sharing publicly available data)?     

Findings
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Practices for Sharing 
Syndromic Surveillance Data 
with Tribes and TECs

As stated above, six states (22%) 

with at least one Tribal jurisdiction 

within their borders reported shar-

ing syndromic data with Tribes and/

or TECs. The following two questions 

were asked of these six states (see 

Figure 3).

Five of the six states (83%) report-

ed that they either shared line-lev-

el data or provided direct access to 

syndromic surveillance data to their 

corresponding TEC(s), with two also providing the 

TEC(s) non-public aggregate data. The remaining 

one state only provided their corresponding TEC(s) 

with non-public, aggregate data (Figure 3).

Only two states shared syndromic surveillance 

data with Tribes. One state reported providing line 

level or direct access to at least one Tribe, while the 

other provided both line level or direct access and 

non-public aggregate data to at least one Tribe 

(Figure 3).

All six states reported that neither Tribal health 

organizations nor TECs share syndromic surveil-

lance data with the state, although one state not-

ed that Tribal healthcare facilities contribute data 

directly to the state’s syndromic surveillance plat-

form.

Figure 3   Current syndromic surveillance data 

sharing practices with the Tribe(s) and/or TEC(s) in 

each state’s area (n=6)

Figure 4   Type of data use agreements states have with Tribe(s) and/or 

TEC(s) with which they share syndromic surveillance data? (n=6)

Four of the states (67%) stated 

that they had formal agreements 

with the Tribe(s) and/or TEC(s) 

with whom they shared syndrom-

ic surveillance data. Additionally, 

one state reported that individual 

partner with are required to sign 

-

ments (Figure 4)

states share line level/direct data 

with their corresponding TEC(s).

One state reported using only in-

formal agreements. This state pro-

vided only non-public aggregate 

data with their TEC.
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Barriers to Syndromic Surveillance Data 
Sharing with Tribes and TECs

States that do not share syndromic surveillance 

data with Tribes and/or TECs in their area were 

asked about why they do not share data, including 

barriers they face in doing so.

Several themes emerged from the responses.

LIMITED STATE CAPACITY RELATED TO SYN

DROMIC SURVEILLANCE: Many states noted that 

they faced capacity issues in conducting their own 

-

ly reduced their ability to partner with Tribes and/

knowledge. Several states indicated that they are 

very early in the process of developing their syn-

dromic surveillance practices.

STATE LIMITATIONS ON DATA SHARING: States 

indicated that broad limits on their data shar-

ing with Tribes and TECs impacted their ability 

to partner. They suggested that the current syn-

dromic surveillance system was heavily geared to-

wards state and local health department access as 

opposed to Tribes and TECs. Several indicated that 

they did not have data use agreements in place 

with Tribal or TEC partners. Others indicated that, 

based on their understanding, they would only be 

allowed to share aggregate data with Tribes and 

TECs. One state indicated concerns about Tribes/

TECs having access to all state data.

Several states indicated that there was a lack of 

knowledge around Tribal and TEC public health 

authority, and the requirements for data sharing 

with Tribal entities. Some indicated that they do 

not know much about the Tribal health system 

in general. Others stated that data sharing with 

Tribes was not a priority at their health depart-

ment.

STATE PERCEPTIONS OF TRIBAL PRIORITIES 

AND CAPACITY: Several states indicated that, 

based on their perception, Tribes either do not 

have capacity or do not prioritize syndromic sur-

veillance. States reported that Tribal data is not 

reported into the state’s syndromic surveillance 

system, Tribes have not asked for their data in re-

lation to syndromic surveillance, and/or the Tribes 

in their area have not demonstrated the capacity 

to use syndromic data.

CHALLENGES FOR STATES IN IDENTIFYING 

DATA RELEVANT TO TRIBES: States reported sev-

eral challenges related to identifying what data 

applies to or would be meaningfully relevant for 

pointed out that the data collected on race and eth-

nicity through syndromic surveillance was of poor 

quality, and due to the relatively small population 

size of Tribal communities in their region, their 

state’s data sharing rules required the suppres-

sion of Tribal data in reports.  This presented bar-

riers to syndromic surveillance data sharing with 

Tribes and TECs. An additional barrier highlighted 

-

sist in identifying subsets of data relevant to Tribal 

-

ic surveillance reports. Furthermore, some state 

respondents reported that since Tribal members 

often live and/or seek health care outside their 

Tribal lands, there is no clear mechanism to de-

termine what criteria to use to share data or grant 

surveillance system access to Tribal public health 

authorities, in the same ways that county and state 

government entities access the data based on the 

state/county location of the healthcare facility or 

the patient’s residence.  The national system for 

syndromic surveillance reporting is not built with 

consideration for Tribal land boundaries. 

THE NATIONAL SYSTEM FOR  

REPORTING IS NOT BUILT  

WITH CONSIDERATION FOR  

TRIBAL LAND BOUNDARIES 
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89% of states (34/38) reported that they did not 

share tools or resources related to syndromic 

surveillance with Tribes or TECs, with only three 

states stating they do share tools or resources 

(Figure 5). The types of tools and resources shared 

included trainings, guidebooks, toolkits, technical 

assistance, shared methods and queries (such as R 

scripts), and data dashboards.

Tools and Resources Shared with Tribes and/or TECs

Overall, states characterized their level of part-

nership with Tribes and/or TECs related to syn-

dromic surveillance as low, with the majority (72% 

of all states and 67% of states with Tribes) reporting 

“Isolation”. Five states, all of which contain Tribal 

jurisdictions within their boundaries reported ei-

ther cooperation or collaboration on data sharing 

and syndromic surveillance activities (Figure 6).

Overall Level of Partnership with Tribes and/or TECs

Figure 5   Does the

state share any 

tools or resources 

related to syndromic 

surveillance with 

Tribe(s) and/or TEC(s)?

Figure 6   State’s 

characterization of 

the overall level of 

partnership and 

collaboration with 

the Tribe(s)/TEC(s) 

related to syndromic 

surveillance data
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Tribal health organizations, and TEC partners to 

participate in Key Informant Interviews (KIIs). 

For states, these KIIs were intended to increase 

understanding of broad syndromic surveillance 

practices, if and how data and resource sharing 

occurs with Tribes and/or TECs, and explore any 

barriers or successes to working with Tribes and/

or TECs on syndromic surveillance from the state’s 

perspective.

For Tribes and TECs, these KIIs were 

intended to explore and better under-

stand each Tribal public health au-

thority’s level of participation in syn-

dromic surveillance, their ability to 

access data and foster data partner-

ships, and allow them to share related 

successes and challenges. Addition-

ally, questions were asked to under-

stand each Tribe and TEC’s ideal role 

in syndromic surveillance, and how 

far they are currently from achieving 

this role.

NIHB interviewed 21 respondents, including 

public health departments or other Tribal enti-

ties performing public health services), and sev-

analysis due to not completing a consent form 

for the KII. Respondents to the KIIs represented 

health organizations across seven out of the 12 

IHS areas.

State Health Department Findings

health department KII responses to better under-

stand how states shared data with Tribes, and their 

barriers in doing so. Several key themes emerged 

across the states interviewed.

1 States want to work with Tribes and 
TECs more effectively.

While states did not always share data in prac-

tice, all the participating state health departments 

acknowledged Tribal sovereignty and/or Trib-

al public health authority when discussing their 

syndromic surveillance data sharing 

practices. A common theme across 

many states was the desire to work 

with Tribes and/or TECs more appro-

-

tively. States suggested several initia-

tives they felt would strengthen these 

relationships, including forming 

state-level workgroups with Tribes 

and TECs, opening up more dialogue, 

and developing national-level, stan-

dardized data use agreements that 

could be used to streamline formal partnerships 

between states, Tribes, and TECs. States acknowl-

edged the need for improvement, with one state 

sharing that it is not the current or historical re-

ality that Tribal data access is honored even if the 

state knows they have the right to receive this data.

 

2 States differ widely in the level of data 
access they grant Tribes and TECs.

Tribal and/or TEC access to syndromic surveil-

lance data varied widely by state. One state was 

willing to provide direct access to Tribes, although 

they do not currently do so. In some other states, 

Tribes had no access to data or could only access 

publicly available, aggregate reports. One state  

 
and interviewed  
key state & tribal 

health groups and  
TEC partners

Key Informant  
Interview Findings
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indicated that they were unauthorized to send 

data to non-state entities.

Several states made it clear that Tribes can ac-

cess data, but only upon request. One state indi-

collaborate on outbreak response activities but did 

not refer to the existence of more general, ongoing 

data sharing processes with Tribes.

Five out of the nine states that participated in 

the KIIs discussed having data use agreements in 

place to share syndromic surveillance data with 

TECs, with some sharing data through direct sys-

tem access while others shared data indirectly.

3
ability to work with Tribes and/or TECs.

The states that participated in the KIIs report-

from working with Tribes and TECs on syndromic 

surveillance.

 Six states cited communication challenges  

 and delays.

 Five states cited bureaucratic hurdles such  

 as the federal government or states limiting  

 the data.

 Four states cited distrust between Tribes,  

 TECs, and state health departments as a major  

 barrier.

Several states also indicated that their percep-

tions of Tribal capacity and prioritization of syn-

dromic surveillance was low. States shared that 

Tribes had little knowledge of syndromic surveil-

lance, that many Tribes considered syndromic 

levels were a challenge. One state shared that, while 

Tribes sometimes asked for data, what they really 

needed was assistance with analysis and interpre-

tation of the data, so more work was needed to un-

derstand the needs within Tribal partnerships.

4 Many states are new to syndromic  
surveillance or have limited infrastructure.

Half the participating states reported that there 

were limitations in the state’s syndromic surveil-

lance infrastructure that limited the state’s abil-

ity to support Tribes and/or TECs. There were re-

unclear roles when working with Tribes on data 

sharing, and competing priorities.

5 Limitations in quality and/or  
completeness of healthcare facility  
data impacts the ability to share data  
with Tribal entities.

Six states indicated that data quality and com-

pleteness is a large barrier to data sharing. Fa-

cilities did not collect complete data on race and 

reporting forms, nor is it mandated for health-

care organizations reporting to the state. Because 

of this, there are challenges identifying who is AI/

limits the degree the syndromic surveillance data 

received at the state can be associated with Tribal 

jurisdictional areas and what parameters can be 

used for syndromic surveillance data sharing be-

yond the use of available zip code. 

Adding to this challenge is that, in some states, 

Tribal healthcare facilities are not part of CDC’s 

national syndromic surveillance reporting system 

because they use RPMS the primary electronic 

health record system under IHS, which does not 

currently have electronic reporting capability to 

participate in NSSP.  Furthermore, many Tribes do 

not have health facilities that operate emergency 

departments, which are the primary contributors 

to syndromic surveillance data at the healthcare 

facility level nationwide.
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6 States that partner closely with Tribes 
and/or TECs have found collaborative solu-
tions that these states view as successful.

Several states shared successes they had expe-

rienced when partnering with Tribes and/or TECs 

to develop collaborative solutions. Some examples 

included:

 Working with Tribes to help them receive  

 hospital data directly

 Working with TECs to collaboratively support  

 hospitals in collecting better race, ethnicity,  

 

 and/or TECs

 Advocating for Tribes to have direct access to  

 syndromic surveillance data

 Having a Tribal epidemiologist and Tribal  

 liaison at the state to ensure collaboration

 technical assistance

 Seeking Tribal approval before publishing data  

 on Tribal citizens

-

ings from the Tribal health organization and

TEC KII responses to better understand how they 

engaged with syndromic surveillance. Several key 

themes emerged across both the Tribes and TECs 

interviewed.

Barriers to Syndromic  
Surveillance Data Sharing
1 Tribes and TECs face challenges in  
accessing data due to state limitations.

TECs that were interviewed reported that states 

serve as the primary holders and stewards of syn-

dromic surveillance data. Respondents also noted 

that states conduct syndromic surveillance activ-

ities within and around Tribal jurisdictions. How-

ever, data from Tribal health facilities is not always 

consistently reported to state systems.

-

en TECs who participated reported that state lim-

itations created barriers to their ability to receive 

data. Data use agreements were commonly need-

ed to facilitate data sharing. Three of the Tribes 

and four of the TECs stated that they currently had 

a data use agreement with at least one state.

All Tribes interviewed only overlapped with one 

state. TECs, however, could overlap with multiple 

-

ences across the various states they worked with, 

with some states not currently providing data use 

agreements. Both Tribes and TECs also shared that 

some data use agreements with states were mutu-

paternalistic, not designed for Tribal needs, or ac-

tively limited the type of data Tribal public health 

authorities could access. One TEC also shared that 

developing data use agreements with one state 

was a lengthy process that presented delays in ac-

cessing, analyzing and reporting data. 

The TEC suggested that the process be improved 

by including Tribal organizations at the onset of 

the data use agreement process and instating an 

FINDINGS ACROSS TRIBAL HEALTH ORGANIZATIONS 
AND TRIBAL EPIDEMIOLOGY CENTERS
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automatic renewal process thereafter.

Overall, access to syndromic surveillance data 

varied widely by state, and ranged from productive 

data sharing partnerships to no data being shared. 

Two TECs shared that at least one of the states they 

overlapped with designed their data-sharing pro-

cesses collaboratively with Tribes. However, other 

states have imposed barriers on data sharing. In 

some cases, state laws were perceived as a barrier 

to data sharing; as an example, one Tribe reported 

that the state shared data with local health depart-

ments, but not Tribal public health authorities.

Tribes and TECs also reported that distrust 

played a role in limited data sharing 

partnerships. Respondents from the 

TECs also shared several systematic 

barriers, including:

 Lack of real-time data due to indi-

rect access to surveillance system(s) 

and lags in receiving data. Six TECs 

make formal data requests to gain 

access to data they need.

 State protocols limiting access 

to data, such as states requiring minimum case 

thresholds to share data.

 Data collected by the state being mismatched 

or aggregated inappropriately. Four TECs shared 

that the data they receive is often not useful for 

Tribal and/or TEC needs.

2 Data quality and completeness is often 

TECs.

Tribes and TECs both reported challenges using 

the data that is shared or available to them due 

to the quality and completeness of the data. Syn-

dromic surveillance relies on data being timely 

and accurate. Several Tribes and TECs reported 

that the data they received from the states and 

other external agencies was not in real-time and 

was  only accessed indirectly with inconvenient 

time lags. Moreover, two Tribes and four TECS stat-

ed that they faced major challenges in identifying 

Tribal members or Tribally-relevant associations 

in the data they received.  Demographic informa-

tion was often incomplete or inaccurate, and Trib-

that overlapped with multiple state jurisdictions 

reported facing additional barriers based on the 

one state to another.  

Three Tribes reported that, while they received 

data from the state, this data did not 

coincide with their Tribal needs. One 

they could access data directly from 

the state surveillance system, this did 

not prove very useful to them.  This is 

because their Tribal clinics do not re-

port data into any of the state surveil-

lance systems, but instead report to 

IHS through a separate system, from 

which the Tribe does not routinely 

receive data. Some TECs also shared that data re-

ceived in aggregate from the state was often not 

Several Tribes and TECs shared some solutions 

they use to adapt to these data sharing challenges. 

One Tribe shared that they receive data from the 

county rather than the state, as they can partner 

more closely at the county level than the state level 

to identify Tribal members and receive data that is 

more Tribally relevant. One TEC reported that they 

have linked syndromic surveillance data from one 

state health department with IHS data they pe-

riodically receive, to try to correct for racial mis-

has been used on historical data sets, rather than 

on near real-time surveillance data.

Access to  
syndromic  

surveillance data  
varied widely  

by state
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3 Not all states recognize Tribal and TEC 
public health authority.

Tribes and TECs reported that states did not 

demonstrate an understanding of Tribal or TEC 

public health authority, or how the Tribal pub-

lic health system functions in general. Five of the 

TECs interviewed, and one Tribal health organiza-

tion stated that the role of Tribes and TECs is not 

well understood by their state partners. Current 

data ownership practices prioritize state rights 

over that of Tribes or TECs. Because of this, states 

are set up as gatekeepers, and Tribes and TECs of-

ten cannot get direct access to their data the way 

states do, despite the fact that Tribes, like states, 

have inherent public health authority, and that 

TECs have been granted public health authority for 

the purposes of accessing protected health infor-

mation in consultation with Tribes. One TEC also 

shared that Tribes and TECs are not seen as equals 

to state and local public health authorities, and 

they create additional barriers such as training, or 

have undue suspicions due to Tribe and TEC’s lack 

4 Tribes and TECs have limited capacity to 
use syndromic surveillance data.

Tribes and TECs both discussed their limited ca-

pacity in relation to syndromic surveillance and 

data usage in general. Both discussed lack of train-

participating TECs. Tribes stated that not all Tribes 

were prepared to manage or act on data, even if 

shared by the state, while TECs highlighted system 

capacity challenges, including data storage and 

analysis software limitations.

Opportunities for Syndromic  
Surveillance Data Sharing
Tribes and TECs are creating their own 
models and partnerships to access data.

Tribes and TECs are innovating to address data 

challenges and have been creating their own mod-

els and partnerships to better access syndromic 

surveillance data in their communities.

TRIBAL MODELS AND EXAMPLES OF SUCCESS:

Tribes have reported success with several mod-

els for receiving data including:

 Accessing clinical data directly from their own  

 Tribal clinic and healthcare organizations

 Developing partnerships with their  

 surrounding counties, where the county gets  

 data from the state syndromic surveillance   

 system, and collaborates with the Tribe,  

 sharing the data via phone or email.

Several Tribes felt that they were able to develop 

strong, collaborative relationships with state and 

local health departments, even if the Tribe did not 

access syndromic surveillance data.

One Tribe also discussed that the Tribes in their 

state had considered developing a state- wide 

Tribal surveillance system that Tribes could di-

rectly access, and that partners with (but can limit) 

state access to Tribal data.

TRIBES REPORT THAT STATES 

HAVE NOT DEMONSTRATED 

AN UNDERSTANDING OF  

TRIBAL PUBLIC HEALTH
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SUCCESS:

A number of TECs are still in the early stages of 

their syndromic surveillance capacity and pro-

cesses. Others who do not currently participate in 

syndromic surveillance have expressed consid-

erable interest in eventually participating in this 

form of surveillance.

While none of the TECs believed that they had 

complete access to the data they wanted, six of 

the seven TECs reported having some access to 

syndromic surveillance data. TECs gained access 

to this data using various mechanisms, including 

adopting solutions designed to circumvent limita-

tions imposed on them by the state.

Three TECs reported having direct access to 

some form of syndromic surveillance system while 

four reported indirect access. Syndromic surveil-

lance access options that were cited included:

 Direct access to subsets of the state’s  

 syndromic surveillance system

 Receiving aggregate data from the state

 Directly receiving data from Tribal healthcare  

 facilities through data use agreements (DUAs)

 Requesting data from IHS (although this is not  

 in real-time posing a major limitation)

 Using data from Medicaid on Tribal patients

Some TECs are using alternate approaches to 

support their syndromic and disease surveillance 

capacity to provide them with greater access and 

autonomy over their data. These approaches in-

clude working directly with CDC, and with compa-

nies such as Google and Amazon to build out their 

internal data systems.

Organizations
Several additional themes emerged that were 

-

al health organizations. This section focuses on 

the perspectives of Tribal health organizations, 

health departments and other Tribally-led gov-

ernmental entities that perform public health 

activities and that are distinct from the existing 

network of TECs. Importantly, Tribes are the de-

cision makers for how data should be received 

and analyzed for their communities. As the 

governing authority behind TECs, Tribes have 

additional decision making around their pub-

lic health roles and capacity, and around their 

policies and preferences on how to engage with 

TECs, and on how TECs should be partnering with 

Tribes, states, and local health departments. Ad-

ditionally, as Tribes vary widely in size, location, 

population, and other characteristics, they may 

face different capacity challenges and varying 

levels of interest in collecting certain types of 

data compared to TECs, which have a clear man-

date to build capacity for Tribal data collection 

and analysis.

1   Tribes face competing priorities and 

Syndromic surveillance is not necessarily a pri-

ority when it comes to the types of surveillance 

data Tribes want to pursue.

Only one Tribe that was interviewed current-

ly has access to syndromic surveillance data, al-

though several pull data from their clinics but 

Tribes could have access but choose not to at this 

time due to data infrastructure and capacity lim-

itations, and poor data quality in relation to Tribal 

patients.

2   

still deciding the role that Tribes and TECs 
should play in syndromic surveillance.

ROLE OF TRIBES IN SYNDROMIC SURVEIL

LANCE:

knowledge about syndromic surveillance and in 

many cases Tribes are newly navigating their roles 

as public health authorities and what that means 

for them in regard to syndromic surveillance.
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ROLE OF TECS IN SYNDROMIC SURVEILLANCE: 

Several TECs reported that they share data with 

Tribes in the form of reports or dashboards which 

can be perceived as a success for Tribal access to 

-

cally indicated that the TECs in their region are the 

data hub for their syndromic surveillance work. In 

this light, TECs play the role of facilitators for data 

access for the Tribes in their region. However, it is 

important to note that the syndromic surveillance 

data directly accessed by the TECs is often limit-

ed and controlled at the state level. Most, if not all 

TECs, do not receive state-wide or regional data. 

Reported Findings by Region
NIHB cross-referenced the responses of state 

health departments, Tribal health organizations, 

and TECs by region to summarize data and deter-

mine commonalities and disagreements across 

-

tial to protect the identity of the respondents.

-

gion 1 expressed a very clear desire to share syn-

dromic surveillance and other public health data 

with Tribes in their region. They are in the very 

early stages of gaining access to the national ES-

SENCE system and are still in the process of put-

ting mechanisms in place to ensure their ability to 

share syndromic surveillance data with Tribes that 

want to receive it. Two states in this project region 

have not historically shared syndromic surveil-

lance data with Tribes, but there was interest at 

the state level in sharing public health data with 

Tribes through greater collaboration in the future. 

There was explicit interest from one Tribal health 

organization in this project region to formalize the 

syndromic surveillance data sharing processes 

with their regional TEC, to eventually begin receiv-

ing syndromic surveillance data for their public 

health activities.

One state and one tribe in this project region 

mentioned distrust between Tribes and the state as 

being a strong barrier to adequate data sharing. The 

participating Tribe and state also expressed inter-

est in partnerships across states, the Tribes and the 

TEC in the region.

One of the states in this proj-

ect region believed they were doing a good job of 

partnering with the TEC and that there were not 

many barriers to data sharing. On the other hand, 

prevailing approach to the TEC was very paternal-

recognition of the TEC’s public health authority at 

the state level, and that it is common practice at the 

state level to make unilateral decisions on the type 

of data and format the TEC should receive. The TEC 

data aggregated by the state in ways that were not 

optimal for use by the TEC and Tribes in the region. 

There is a strong feeling at the TEC level that the 

states hold themselves as de-facto holders of public 

health data for the Tribes in their region.

One Tribe in the region reported that the state 

grants them direct access to ESSENCE, which is 

used at the state-level for syndromic surveillance. A 

second Tribe reported limited partnership with this 

state, and preferred working with the county health 

department in their area. For this second Tribe, 

partnering to receive data from the state would 

present a lot more barriers as it would be harder to 

identify Tribal citizens in the state-level data.

Whereas, the local county and Tribal jurisdiction 

overlap with one another, making the sharing of 

public health data between the county and Tribe 

much easier.

One state in the region ac-

tively shares indirect syndromic surveillance data 

with their regional TEC. They formalize this pro-

cess through data use agreements between the 

state and TEC which have to be renewed periodi-

cally. The process for renewal of these DUAs can be 

the ability of the TEC, and by extension, the Tribes 

in the region to receive syndromic surveillance 

data in a timely fashion. Most Tribes in the region 
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do not operate emergency department facilities, 

so to obtain syndromic surveillance data for their 

Tribal members, it is imperative that they coor-

dinate with the states and federal agencies who 

serve as gatekeepers for this data. IHS serves as a 

key partner in the coordination.

syndromic surveillance data from IHS for the fa-

cilities in their area. The data they receive from 

IHS is not in real time and is received every sev-

eral months. There is no real- time direct access 

to syndromic surveillance from either the state or 

real interest in engaging more with Tribal entities 

in their region. They did allude to a potential data 

sharing partnership with one Tribe in their area to 

receive syndromic surveillance data directly; how-

ever, that collaboration was stalled due to compet-

ing priorities at the Tribal level.

The state in this project re-

gion does not share any data directly or indirectly 

with Tribal entities in their area including the TEC 

-

pressed frustration with how existing state laws can 

be interpreted in ways that can hamper the sharing 

of public health data with the TEC and other Trib-

organization expressed only being able to receive 

some form of syndromic surveillance data from 

their Tribal health facility but not from the county, 

state, or TEC in their area. The state and Tribal pub-

lic health authorities in the region do want to estab-

-

erationalizing data sharing across these entities is 

needed to address the real-world barriers that exist 

under-resourced Tribal institutions.

 The TEC in this project re-

gion accesses syndromic surveillance data from 

the state and funnels this to Tribes in their region 

-

rect access to a subset of the syndromic surveil-

lance data at the state- level and is able to provide 

tailored reports to Tribal entities in their region. 

recognition or authority from states. This limits 

their ability to act on behalf of Tribes and interrupts 

protocols, such as minimum case thresholds (e.g. 

10+) for reporting data out and require state review 

before releasing data products to Tribes. The third 

state in the region requires state review before re-

leasing data externally but has been comparatively 

faster and more responsive to TEC and Tribal data 

requests. One Tribal health organization in the re-

from their TEC for syndromic surveillance purpos-

data. The Tribal organization stated that they re-

ceive data that can be used for syndromic surveil-

lance purposes from their Tribal health center only. 

They emphasized that data from the IHS electronic 

medical record can be challenging to compile into 

reports because of how outdated and piecemeal 

the data from IHS can be.

 State-level and TEC-level 

public health collaboration and syndromic sur-

veillance data sharing in this project region remain 

relatively strong. The TEC in the region has direct 

access to the state-level syndromic surveillance 

system providing them with the subset of data as-

sociated with the Tribal jurisdictions in the region. 

The existence of strong partnerships between the 

state-level and TEC-level epidemiologists has been 

a great facilitator for collaborative public health 

partnerships in the region. There is a strong cul-

ture of respect for Tribal public health authority 

and data sovereignty that is lacking in some of the 

-

ed out that nationwide there is a prevailing distrust 

between states and Tribes, and existing prejudices 

originating from non-Tribal government personnel 

(federal, state, and local) toward Tribes and TECs 

that hampers productive collaboration and public 

health data sharing across the country.
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All documents included in this legal scan were 

required to be publicly available. NIHB used the 

following methods to identify documents for re-

view and inclusion in the scan:

1 -

diction interviewed to request any legal documen-

tation pertinent to their syndromic surveillance 

and public health data sharing and reporting.

2   Conducted an online search for publicly avail-

able legal documents on public health data sharing 

pertaining to each participating jurisdiction.

3   Utilized legal documents previously iden-

were found to be relevant to public health data 

sharing in several states of interest.

State laws often enable or prohibit data sharing 

with Tribes, whether explicitly (by including Tribal 

(by enforcing laws with no mention of Tribal enti-

ties that may still impact data sharing practice with 

Tribes). NIHB reviewed state laws to understand:

1   If syndromic surveillance reporting is man-

dated by the state;

2   If syndromic surveillance reporting guidance 

or laws require, allow, or prohibit sharing data with 

Tribes and/or TECs;

3   If general surveillance data reporting guid-

ance or laws require, allow, or prohibit sharing 

with Tribes and/or TECs**12;

4   If state guidance or laws recognize Tribal and/

or TEC public health authority, role in data collec-

tion, data sovereignty, etc.;

5   If state guidance or laws actively encourage 

or have policies to facilitate better data sharing 

with Tribes and/or TECs; 

6
required to be reported for syndromic surveil-

lance data and /or general data surveillance data.

These laws were then cross-referenced with the 

state assessment and KII results to understand 

the potential impact of these laws on public health 

practice.

 

 

SOURCE: J Public Health Manag Pract  

Jurisdictional public health laws can play a role in determining the level of data access provided to 

Tribes and TECs. To determine the potential impact of public health laws and legal requirements on 

codes, protocols, ordinances, regulations, resolutions, guidance, and other legal documents that govern 

data sharing between states, Tribes, and/or TECs for all states that participated in the KIIs.

Scan of Syndromic 
Surveillance Laws
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Tribes, as sovereign nations, have jurisdictional 

authority, and can establish public health report-

ing requirements within their jurisdiction. To 

this end, NIHB reviewed the Tribal laws for all the 

Tribes that participated in the KIIs to determine if 

they had formal, publicly facing statutes related to 

their public health authority and/or health report-

ing requirements, which may include syndromic 

surveillance.

NIHB did not review legal documents for TECs, as 

TECs are not “governmental” entities in the strict 

legal sense. Moreover, TEC public health practices 

are governed by their Tribal member organiza-

tions, often through data use agreements, many of 

which may not be publicly available, and by federal 

law authorizing them as public health authorities.13    

All states and Tribes selected for the legal scan 

identity of the jurisdictions and public health 

Of the eight states included in the law review, three had legal documents requiring 
syndromic surveillance reporting in their jurisdiction.

Table 1: Legal Language for Sharing Syndromic Surveillance Data and Current Data Sharing Practice for States 

that Require Syndromic Surveillance Reporting in their Jurisdiction

State Legal Language for Sharing Syndromic Data Current Data Sharing Practices

STATE 1
Legal documents allow sharing of 
syndromic surveillance data with Tribal 
governments with data use agreements.

Allow Tribes and TECs direct access to 
syndromic surveillance data.

STATE 2
No legal documents allowing or prohibiting 
syndromic surveillance data sharing with 
Tribes or TECs.

Does not currently share syndromic 
surveillance data but indicated in KIIs and 
state assessment that they are willing and 
able to share data. Law was not mentioned 
as a barrier.

STATE 3

Legal documents state that syndromic 
surveillance data can only be shared with 
state government entities, local health 
departments, the healthcare organizations 
that provided the data (when limited to data 
collected by that entity), and researchers in 
certain circumstances.

Does not currently share syndromic 
surveillance data with Tribes or TECs, 
and indicated they are not allowed to 
share data with externalentities beyond 
local health departments with data use 
agreements at this time.

RESULTS
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Five states do not require syndromic surveillance reporting in their jurisdiction,  
although one has legal documents authorizing an incentive program for healthcare 
facilities. This program echoes the national Medicare Promoting Interoperability  
Program which incentivizes hospitals to report syndromic surveillance data. 14

Table 2: Legal Language for Sharing Epidemiological Data and Current Data Sharing Practice for States that do 

not Require Syndromic Surveillance Reporting in their Jurisdiction

State Legal Language for Sharing Syndromic Data Current Data Sharing Practices

STATE 4

Epidemiological data can be shared with 
Tribes during declared public health emer-
gencies. Required to collaborate with Tribal 

 
data sharing in general.

Provides direct access or line level  
(non-aggregate) syndromic surveillance  
data to the TEC(s).

STATE 5

Disclosure laws allow reporting from health 
care providers and state entities only to fed-
eral, state, or local public health authorities.
However, other legal documents state there 
are no restrictions in sharing data, including 
protected health information w/ Tribal public 
health organizations where a case resides.

Does not currently provide syndromic  
surveillance data to Tribes and/or TECs  
but stated that Tribes are allowed access.  
Due to competing priorities, no Tribe has 
successfully completed the full onboarding 
process. Law was not mentioned as a barrier.

STATE 6
A state statute promotes cooperation  
and formal agreements, including for data 
sharing with Tribes located in the state.

Provides direct access or line level  
(non-aggregate) syndromic surveillance  
data to the TEC(s).

STATE 7

The state may enter into agreements with 
Tribes or the TEC(s) allowing them to receive 
and investigate reportable diseases and  
access other Tribal data.

Provides direct access or line level  
(non-aggregate) syndromic surveillance  
data to the TEC(s).

STATE 8

One administrative code says that state  
agencies and federal agencies may access 
data with the state’s approval. No others  
may access non-aggregate data. However  
other state laws allow the state to enter  
into agreements with Tribes, although data  

Provides direct access or line level
(non-aggregate) syndromic surveillance  
data to Tribes and the TEC(s).
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Overall, in the states selected for review, in most 

states legal documents are not the major barrier 

to syndromic surveillance access for Tribes and 

TECs. The exception to this is State 3, where state 

laws limit access. However, it should be noted that 

the level of access was provided by states, and 

-

tions regarding their levels of data access. Future 

surveys of Tribal health organizations and TECs 

against real-world data access challenges. Addi-

tionally, a review of additional state laws would be 

valuable beyond this subset of states.

GENERAL DATA SHARING: 88% of responding 

states have at least one legal document that con-

tains language actively encouraging data sharing 

with Tribal organizations. Fewer states formally 

recognize Tribes (38%) or TECs (25%) as public 

health authorities in legal documents.

DEMOGRAPHIC DATA COLLECTION: 88% of re-

sponding states require demographic data to be 

reported as part of their general reporting guide-

lines. Of the states that require syndromic surveil-

lance reporting in their jurisdiction, however, only 

one of three has separate requirements to report 

demographics as part of syndromic surveillance 

reporting.

TRIBAL LAWS: Tribes are inherent public health 

authorities due to their sovereign status, and 

as reinforced by federal law. Like state and local 

health departments, Tribes may choose to formal-

documentation.

Table 3: 

Sharing Practice for Tribes

Due to the role of states as the de-facto holders of public health data, particularly  
syndromic data, Tribal ability to access data is often more impacted by non-public  
data use agreements rather than just legal documents.

Tribe the Tribe’s Public Health Authority/ Role? Current Data Sharing Practices

TRIBE 1
Do not receive syndromic surveillance  
data by choice (no legal barrier cited)

TRIBE 2
Do not receive syndromic surveillance  
data by choice (no legal barrier cited)

TRIBE 3 authority

Do not receive syndromic surveillance  
data due to internal and external legal  
barriers- state limits data and Tribe is not  
sure if their current authority documents 
include syndromic surveillance

TRIBE 4 but provide information on reporting through
the Tribe in guidance documents

Receive syndromic surveillance data

TRIBE 5 health authority
Do not receive syndromic
surveillance data
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General Recommendations

1 Encourage stronger understanding of 
Tribal and TEC public health authority to 
strengthen partnerships among state and 
local health departments with Tribal health 
organizations and TECs.

-

pacity across Tribes and TECs in conducting syn-

dromic surveillance. Partnership is key to a strong, 

resilient public health system, and Tribes and TECs 

their state or local counterparts. Many states have 

expressed a strong interest and willingness to 

partner more closely with Tribes to support Tribal 

access to data and public health capacity.

To strengthen this partnership, it is important 

that states recognize the lawful status of Tribes and 

TECs as public health authorities. As such, Tribal 

organizations and TECs have the right to access 

data, including disaggregated data and protected 

health information, for the purposes of protecting 

public health.

States, as the main holders of public health 

data, need additional assistance and resources to 

help them understand the lawful status of Tribes 

and TECs as public health authorities and to re-

duce barriers hindering public health data shar-

ing across federal, state, local and Tribal jurisdic-

tions.

States should also be discouraged from requir-

ing lengthy approval process for individual Trib-

al and TEC requests for public health data. Public 

is sent across public health agencies in real time, 

and lengthy approval processes slow down the 

ability of Tribal public health authorities to take 

public health action on behalf of their communi-

ties. Like all public health authorities, Tribes, and 

TECs in consultation with their member Tribes, 

can determine the “minimum necessary” infor-

mation needed to protect the health of their com-

munities. States must recognize that Tribes and 

TECs, in consultation with their members, do not 

need to explain or justify how they are using their 

own data.

The aim of this section is to provide recommendations that can be operationalized by state, local and  

federal governments, with the ultimate goal of strengthening public health data sharing between states,  

local and federal government agencies and Tribal public health authorities. It is important to note that  

 

TECs, rather we have provided through this report examples of how some Tribes are navigating existing 

barriers and limitations in their access to syndromic surveillance and public health data. 

Discussion and  
Recommendations
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Syndromic surveillance works best when Tribes 

and states design systems for data sharing togeth-

er with a strong understanding of the rights and 

responsibilities of each jurisdiction.

2 Improve the quality of data collected on 
American Indian/Alaska Native patients 
and Tribal community members at the 
healthcare facility level.

A major barrier to determining 

which data is associated with Tribes 

and Tribal communities is ongoing 

challenges with identifying who is 

AI/AN in a data set, and if any are 

AN patients may seek care outside 

of Tribal health services or even 

across state lines and many Tribes 

need data from outside their juris-

to fully identify the health status in 

and around their communities.

For syndromic surveillance re-

ports, race and ethnicity data is 

also not mandated or included in syndromic sur-

organizations in identifying which data is rele-

vant to their communities, and gaining access to 

or receiving public health data for those receiving 

healthcare services outside of their Tribal bound-

aries is often restricted. Improving the quality of 

-

ernment from the federal, Tribal, state, and local 

levels as well as buy-in and support from health-

care professionals and leadership. States may be 

well-positioned to hold healthcare organizations 

accountable in improving the accuracy of data col-

lected and reported on race and ethnicity in their 

facilities. However, these mechanisms would need 

to consider the existing governmental, public 

health and healthcare ecosystem in each state. It 

is very important to emphasize that states should 

not use the inability to identify in-

dividuals of AI/AN race or Tribal 

share data with Tribal public health 

authorities.  

In addition to collecting better 

demographic information, more 

Tribal healthcare facility participa-

tion is needed in syndromic sur-

veillance to ensure more complete 

data sets. Currently, many states, 

TECs, and Tribes reported that Trib-

al healthcare facilities do not report 

syndromic data, making accessing 

syndromic surveillance data a low 

priority for these organizations. Onboarding these 

-

orative across all levels of government. These ef-

Alaska, where deep-rooted partnerships between 

Tribal hospitals to the ESSENCE platform hosted 

Tribal hospitals onboarding, with visibility for the 

Alaska Native Epidemiology Center. This drastical-

ly improved data quality by reducing missingness 

for AI/AN patients15.  

Syndromic 
surveillance works 
best when Tribes & 

states have a strong 
understanding of 

respective rights & 
responsibilites

TO LEARN MORE  about the collaborative efforts in syndromic surveillance between Alaska and the Alaska Native 

Epidemiology Center, and two other TECs experiences, please refer to the following report: Syndromic Surveillance 

in Tribal Health: Perspectives from Three Tribal Epidemiology Centers on Access and Utilization published in the 

International Journal of Environmental Research and Public Health.  ( ).
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3 Increase the knowledge of state and 
local public health professionals on Tribal 
health systems and cultural safety.

Public health professionals who have not worked 

in the Tribal health system often don’t understand 

the role Tribes and TECs play in public health. Fed-

eral agencies and national public health organi-

zations can support a stronger understanding by 

having clear guidance and policies supporting 

data sharing with Tribes, and by linking state and 

local public health agencies to Tribally created and 

approved resources for understanding the Tribal 

health system. This goes beyond workgroups and 

committees and requires full government agency 

and organizational support for Tribes and TECs. 

State and local agencies should also incorporate 

-

al health system, particularly for programs that 

might impact Tribes or TECs. Finally, academic in-

stitutions are also key players and should include 

information on Tribal health systems in their pub-

lic health degree and training programs.

Recommendations for Federal  
Agencies
1 Federal government agencies should 
work with Tribal public health authorities to 
develop models for syndromic surveillance 
that recognize the lawful status of Tribes 
and TECs as public health authorities.

Tribes are sovereign nations with a govern-

ment-to-government relationship with the feder-

al government. Despite overlapping jurisdictions, 

Tribes do not report to states and should not need 

to rely on partnerships with states to carry out 

their core rights and responsibilities as govern-

ment entities. However, the current syndromic 

surveillance system sets states as the de-facto 

holders of data and does not recognize or adapt 

to the unique structure of Tribal health systems. 

Tribes, through necessity, must navigate relation-

ships with states in their region to access data, and 

are subject to the priorities, policies, and state-im-

posed limitations of each state they overlap with.

Tribes vary in size, capacity, and desire to car-

ry out data-related public health activities. Tribes 

may approach public health surveillance activities 

in various ways, including through their own for-

mal or informal Tribal health department, through 

Tribal Consortiums, and/or through partnerships 

with TECs, states, and local governments. The Indi-

an Health Service (IHS), a federal agency primarily 

providing healthcare services to Tribal and urban 

Indian populations, also plays a key role in public 

health activities in Indian Country.

Designing a system that allows Tribes to collect 

and use syndromic surveillance using their exist-

ing and/or preferred infrastructure is a core com-

ponent of Tribal data sovereignty and will support 

the existing public health authority of Tribes.

Systems adopted or developed by Tribes should 

be locally driven or locally supported. Because of 

the varying structure, capacity and resources that 

exist across Tribal public health authorities, one 

important that the systems and processes used by 

Tribes and TECs (in consultation with Tribes) for 

syndromic surveillance have the support of Tribal 

leadership, Tribal health professionals, and Tribal 

members.

2 Federal government agencies should 
support and invest in Tribes and TECs to 
strengthen their capacity to conduct and/
or receive Tribal syndromic surveillance 
data, as well as disease surveillance data 
more broadly.

Tribes and TECs have faced disparities in pub-

lic health infrastructure compared to their state 

and local counterparts due to a lack of investment. 

The Tribal public health system is capable of con-

ducting surveillance and/or using data, but more 

resources are needed to strengthen Tribal health 

organizations and TECs.

To be successful in syndromic surveillance, 

Tribes and TECs require investment in Trib-

al health systems. This includes providing more 
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federal funding to Tribal entities for surveillance, 

other resources to build Tribal capacity, and sup-

porting them in improving their own Tribal infra-

structure, including supporting access to modern 

data storage and analysis systems to better engage 

in syndromic surveillance and public health activ-

ities directly.

3 Federal agencies, including CDC and IHS, 
should support Tribes by developing and/
or updating national systems for syndromic 
surveillance to be more conducive to Tribal 
data sovereignty and to ensure Tribal con-
tribution and participation in public health 
processes and data sharing practices.

Federal support could include the development 

of a national system that is conducive to Tribal 

data sovereignty and Tribal contribution to pub-

lic health data and practice. For example, federal 

agencies could work with Tribes to explore how 

to give Tribes direct access to the syndromic sur-

veillance platforms as well as tools and training 

to create their own mechanisms for syndromic 

surveillance that would  reduce reliance on states, 

(for example the Tribe, a partnering TEC, or both) 

receives the data. The following proposed mecha-

nisms are ways Federal agencies can enable Tribes 

to take ownership of their syndromic surveillance 

processes in ways that they think best.  The follow-

ing are several mechanisms federal agencies can 

implement toward achieving this goal:

Update National Systems for  
Syndromic Surveillance

CENTERS FOR DISEASE CONTROL AND PRE

VENTION: CDC, through their National Syndromic 

Surveillance Program (NSSP) can develop an up-

dated version of the ESSENCE system used nation-

ally and by various state public health agencies to 

-

ducive to Tribal geographies and jurisdictions. In 

can be used to geocode the locations of Tribal 

lands that can be incorporated into the nation-

al ESSENCE system and can further serve as a 

model that states can use in their state-level syn-

dromic surveillance systems to collaborate more 

easily with Tribes in their syndromic surveillance 

practices. Moreover, such tailoring of the nation-

al syndromic surveillance system would facilitate 

the onboarding of Tribal public health authorities 

for direct access to ESSENCE and state-level, re-

al-time surveillance systems. It would also allow 

Tribes and TECs the opportunity to create cus-

tom-made syndromic surveillance systems for 

their own purposes, if desired, based on the na-

tional Tribal-friendly model.

INDIAN HEALTH SERVICE: While IHS provides 

direct healthcare services to Tribes and collects 

syndromic surveillance data from facilities serv-

ing Indian Country, there are many challenges 

that the agency experiences in reporting this data 

back to Tribal health facilities, and by extension 

Tribes. There is currently no real-time, overarch-

ing mechanism for IHS to feed syndromic surveil-

lance data back to IHS facilities on a large scale. 

At the time of this report, IHS is in the process of 

updating the IHS-supported electronic medical 

record (EMR) Resource and Patient Management 

System (RPMS)4, which is an outdated system that 

does not support the electronic, real-time transfer 

of syndromic surveillance data to and from IHS 

facilities. Once IHS has updated to a newer EMR 

and a more modernized mechanism of reporting 

health information, this will provide multiple op-

-

dromic and overall surveillance data to IHS-sup-

ported health facilities, and, by extension, Tribes 

and TECs with the need and desire to receive it.

Require and Incentivize States to 
Share Public Health Data

Facilitating the recognition of Tribes and TECs 

as public health authorities is paramount. One 

way to facilitate recognition of Tribes and TECs 

as authorities of public health data is to incorpo-
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rate partnerships and data sharing with Tribes as 

a standard requirement of federal grants for state 

and local governments.

States should be incentivized and trained in de-

-

ships with Tribes and TECs. Tribes have repeatedly 

indicated that Tribal data access has not improved 

since the COVID-19 pandemic. Requiring state and 

local health departments to hold data use agree-

ments with Tribes and TECs as a component of 

receiving federal grants could incentivize states to 

re-prioritize and engage in more meaningful rela-

tionships with their Tribal partners. It would also 

increase equitable access to data, as states can 

generally access Tribal data without agreements 

through current surveillance infrastructure, but 

Tribes cannot do the same with state data.

Syndromic surveillance works best when Tribes 

and states design systems for data sharing togeth-

er with a strong understanding of the rights and 

responsibilities of each jurisdiction.

4 Ensure inclusion of national standards 
for collection of race demographics and 

Surveillance Implementation Guides and 
better enforce demographic standards 
used by NSSP and participating states.

The inclusion of more complete demographic 

information as a requirement in the National Syn-

dromic Surveillance Program’s (NSSP) ESSENCE 

system is necessary in the long-term. To this end, 

working with health professionals at the health-

care facility level will be critical to better collect 

information on race/ethnicity on  AI/AN and by 

-

tistical Policy Directive No. 15: Standards for Main-

taining, Collecting, and Presenting Federal Data on 

Race and Ethnicity (SPD15) are a good example of 

a national initiative on standards to improve the 

quality and completeness of demographic data 

collection in healthcare facilities, and could serve 

as a leveraging point to coordinate and improve on 

-

dividuals at the healthcare facility level.  

Improved collection on AI/AN race and more 

increase the accuracy of overall public health sur-

veillance data being routed to Tribes and TECs 

and increase their ability to predict and respond 

to patterns of illness that may be exhibiting in or 

around their communities.

An important note regarding the collection of 

There are concerns for 

some Tribal jurisdictions about information on 

departments to use and report on at their own 

discretion. Tribes and their leadership need to be 

consulted on whether this method would be ac-

ceptable to them and their communities for public 

health data collection and reporting purposes. 

Another strategy at the federal level to improve 

the capture of demographic information would 

be to support Tribes and/or TECs in strengthening 

-

iation/enrollment data against separate health 

data sources including IHS and other syndromic 

surveillance and public health data, to enhance 

their ability to track syndromes and other illness-

es in their communities. These decisions should 

be made in consultation with Tribes, recognizing 

that data-matching solutions are not a one-size-

A crucial point to consider is that syndromic 

surveillance data, unlike other automated case 

reporting systems, generally is not electronical-

ly routed across state jurisdictional boundar-

ies. Routing of syndromic surveillance data for 

reporting purposes is based on the state where 

agreements that have been established across 

information alone has its reporting limitations for 

Tribal members receiving care across state lines, 

unless this information is combined with supple-

mental data sources, data use agreements or other 

data routing mechanisms. Similarly, Tribal organi-
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zations engaged in data matching may need data-

sets routed to them from several states, and it may 

be challenging to determine the most appropriate 

geographical boundaries to include in a dataset to 

have optimal Tribal public health impact.

Recommendations for State and 
Local Governments
1 Consult with Tribes and TECs early and 
often when developing syndromic surveil-
lance systems.

Many states are early in their adoption of syn-

dromic surveillance for their public health sys-

tems. Furthermore, many are still in the capacity 

assessment and planning stages in relation to syn-

dromic surveillance. Consequently, this presents a 

critical time for various state health departments 

to initiate and incorporate Tribal participation 

in the continued development in their state syn-

dromic surveillance systems and processes. Tribes 

and TECs report that systems work best when de-

veloped collaboratively. States should work closely 

with Tribal partners, consult with Tribes regular-

ly, and pursue meaningful, two-way relationships 

with Tribal jurisdictions.

2 Consider hiring and retaining Tribal liai-
sons and Tribally focused epidemiologists 
at state and local government agencies.

Findings from the KIIs revealed that state pub-

lic health agencies with formalized Tribal liaisons 

and/or Tribally focused epidemiologists among 

-

er collaboration and public health data sharing 

between states, Tribes and TECs. States and local 

health departments should strongly consider hir-

ing and retaining Tribal liaisons and epidemiol-

ogists with Tribally focused job responsibilities. 

their attention on fostering Tribal partnerships 

built on trust and respect, strengthening state and 

Tribal collaboration, and connecting Tribal public 

health authorities with the resources they deem 

necessary to participate in syndromic surveillance 

communities.

3 Consider and share lessons learned from 
successful state, local & Tribal partnerships.

Many states, locals, Tribes, and TECs are devel-

oping their own solutions to improve the way data 

is collected and shared to strengthen the ability of 

all entities to improve the health of their people. 

Showcasing examples of successful relationships 

can help states with less experience understand 

how they can better build relationships with their 

Tribal and TEC partners. Several examples of suc-

project.

CASE STUDY A: One Tribe reported having an 

excellent relationship with their local health de-

partment. The entities have historically shared 

communicable disease data and worked together 

to ensure the correct jurisdiction conducted each 

case investigations. This has facilitated a smooth 

transition into sharing syndromic surveillance 

data and ensured the Tribe had access to this data 

despite having limited capacity to conduct syn-

dromic surveillance themselves. The Tribe report-

one with the state because of the close jurisdic-

tional overlap and the ability to better identify who 

is a Tribal citizen.

CASE STUDY B: One state reported that they are 

working together with the TEC in their region to 

improve the type of data collected by health facil-

ities in their area. Currently, data is not compre-

hensive enough to disaggregate by race and eth-

nicity. The state and TEC are working with facilities 

race, and ethnicity so that the state can more eas-

ily share relevant data on AI/AN and Tribal mem-

bers with the TEC.

CASE STUDY C: One TEC reported that they 

worked collaboratively with a state in their region 

to set up a data use agreement. This early partner-

ship and spirit of collaboration has enabled the 

TEC to successfully and routinely access data from 

this state as needed.
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Yet promising solutions are emerging, with 

Tribes setting up direct connections with their 

health clinics, TECs taking steps to support Tribes 

in conducting syndromic surveillance, and states 

expressing the desire to work more closely with 

Tribal and TEC partners. Federal agencies, na-

tional partners, state and local governments, and 

productive, and collaborative solutions to the re-

al-world, systematic issues that Tribes and TECs 

face in accessing data.

Public health threats do not happen in a vacu-

um or respect jurisdictional boundaries. However, 

Tribes are the best authorities when it comes to 

using data in Tribally led ways, understanding the 

connection between their data and their people, 

and keeping their communities safe. When Tribes 

cannot access and use their own data, the entire 

public health system is weakened, and Tribal sov-

ereignty is degraded.

By working together, state, local, and Tribal gov-

ernments and TECs can better meet challenges and 

-

munities, while centering Tribal organizations in 

developing Tribally driven and data informed solu-

tions to emerging public health challenges.

Syndromic surveillance is a promising public health system that provides relevant and timely real-time 

data to health agencies. However, Tribes and TECs have had limited access and participation in syndromic 

-

al-time and complete data, a lack of investment in Tribal public health infrastructure, and systematic issues 

that favor state and local data access over Tribes and TECs. 

DESPITE ONGOING CHALLENGES, 

PROMISING SOLUTIONS ARE EMERGING

Conclusion
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Assessment Design
NIHB developed an assessment instrument to 

collect information about how states engage in 

data sharing with Tribal health organizations, with 

a focus on syndromic surveillance practices and 

procedures. The assessment was developed by a 

Tribal disease surveillance, data modernization, 

evaluation, infectious disease, and other related 

subject matters. The assessment was informed 

by prior information gathered through NIHB and 

surveillance reviewed and provided feedback on 

the questions. This feedback was incorporated 

The assessment consisted of six questions, with 

up to four additional sub-questions that appeared 

based on responses. These questions included de-

mographics and contact information, and ques-

tions on whether and how states engaged in data 

sharing practices with Tribes or TECs. Questions 

also addressed barriers to data sharing and asked 

respondents to characterize their overall level of 

partnership with Tribes or TECs.

Qualtrics assessment software and could be com-

pleted by participants online.

Data Collection
NIHB and CSTE determined that the assessment 

should be administered to experts at all 50 state 

health departments, including those with no Tribal 

health jurisdictions within the state boundaries to 

ensure the most comprehensive information was 

-

ic surveillance representatives at each state health 

department using CSTE’s State Health Department 

Syndromic Surveillance Contacts Listserv.

The assessment link was shared by CSTE syn-

from the syndromic surveillance teams at all 50 

states via email on January 29, 2025. CSTE provid-

ed several follow-up communications. The assess-

ment closed on May 30, 2025.

Assessments were collected from 43 respon-

dents. Several state health departments submitted 

multiple responses. For quantitative data, the most 

complete response was retained. For qualitative 

data, responses were combined. After removing 

duplicates, responses were recorded from 39 state 

health departments, a response rate of 78%.

Analysis
All quantitative data analysis was conducted in 

SAS 9.4 and graphs were created in Microsoft Ex-

cel. Descriptive statistics were conducted for all 

quantitative assessment questions. Qualitative 

data was analyzed using inductive thematic anal-

ysis techniques.

To ensure data was both comprehensive and rel-

evant, NIHB analyzed data at two levels: 1) all state 

health departments and 2) excluding state health 

departments that do not have Tribal health juris-

dictions within the state’s boundaries. 36 states 

their boundaries nationwide.

All 39 state respondents were included at Level 

1. 27 state respondents were included in Level 2, a 

Tribal jurisdictions within their boundaries.

State Health Department Assessment on Syndromic Surveillance  
Data Sharing Practices

Methods
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Key Informant Interview  
Protocol Design

epidemiology, and qualitative evaluation, in con-

sultation with CSTE, developed three sets of KII 

protocols to gather information from state health 

departments, Tribal health organizations, and TECs.

State Health Department KIIs
The state health department KII protocols were 

developed to expand on the questions asked 

during the state health department assessment. 

The state protocols were further broken down into 

two categories of questions: 1) “State Respondents 

Sharing Syndromic Surveillance Data with Tribes 

and/or TECs”, and 2) “State Respondents NOT 

Sharing Syndromic Surveillance Data with Tribes 

and/or TECs”. For both categories, the assessment 

consisted of 14 questions intended to understand 

broad syndromic surveillance practices, if and how 

data and resource sharing occurs with Tribes and/

or TECs, and any barriers or successes in working 

with Tribes and/or TECs on syndromic surveillance 

from the state’s perspective.

Tribal Health Organization KIIs
The Tribal Health Organization KII protocols 

were developed to understand Tribal participation 

in syndromic surveillance, ability to access data, 

data partnerships, successes, and barriers. In rec-

data activities, questions also assessed the Tribe’s 

ideal role in syndromic surveillance, and how far 

they are currently from achieving this role. The 

protocols consisted of 13 questions. Tribes who re-

ceive or have direct access to syndromic surveil-

lance data completed all 13, while those who did 

TEC KIIs
The TEC focused KII protocols were developed to 

understand TEC participation in syndromic sur-

veillance, ability to access data, data partnerships, 

-

ences in capacity, desire to conduct data activities, 

and Tribal Sovereignty to determine their role of 

their TEC, questions also assessed the TEC’s ideal 

role in syndromic surveillance, and how far they 

are currently from achieving this role. The proto-

cols consisted of 14 questions. TECs who receive or 

have direct access to syndromic surveillance data 

completed all 14, while those who did not have ac-

cess answered six questions.

Data Collection
Overall, NIHB aimed to interview approximate-

ly 20 public health organizations across states, 

Tribes, and TECs.

NIHB selected potential state KII participants 

from the 27 states that responded to the initial 

state assessment who had Tribal health jurisdic-

tions within their state boundaries. States were 

selected based on geographic diversity and diver-

sity in the level of data sharing with Tribes based 

on the results of the initial assessment. NIHB 

reached out to 12 priority states.

Tribes and TECs were selected to align with 

the states that participated in the KIIs. This was 

cross-referenced with NIHB data related to data 

sharing and access for these Tribes and TECs. 

NIHB contacted 11 Tribes, and nine TECs.

State, Tribal, and TEC Key Informant Interviews
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NIHB contacted all selected potential partici-

pants by email to request their participation. If 

followed up by phone to determine the best con-

tact.

Those who agreed to participate were inter-

viewed by trained KII facilitators using the KII pro-

tocols via Zoom. Interviews were scheduled for 45 

minutes, and participants were invited to bring 

-

tives. All interviews were recorded and transcribed 

unless the participant opted out of recording, in 

which case a note-taker transcribed the meeting. 

group. All participants were required to complete 

consent forms allowing their data to be included in 

NIHB interviewed 21 respondents in total - nine 
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nizations, and seven TECs. One state was exclud-

consent form for the KII.

Analysis

analysis process to identify, analyze, and report 

patterns within KII data. Two lead reviewers devel-

oped a codebook based on preliminary reviews of 

a subset of transcripts. This codebook was regular-

ly updated by all reviewers.

Five reviewers analyzed the KII’s using shared 

codes. All reviewers received structured training 

to ensure standardization in the application of 

codes. Each reviewer was assigned to review state, 

Tribal, and local KII’s by region.

Following the completion of all reviews, each 

reviewer conducted a comparison of responses 

across their assigned region(s) for commonalities 

entities.

State, Tribal, and TEC Key Informant Interviews, continued
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